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1* 7o consider vtat changes should bo nodo la BWJSA COUNT 
regulations mxtd practlooa la order to iaproea CCMIN? security and to 
incroaeo tbo •fTiolcno/ of the exploitation of CO IB? source*. 

2. Over tbo past yea r DSC IB and its Security Ccealttao bar* 
considered tbo noad to make chanjso in pro coat BRUSH COUNT regulations 
and paMOtiocjB in order to to at various problems affeoting the security 
and disBsalnatiozi of C CHI NT. In tor alia those problecs have included* 

a. Certain substantial changes in the nature and product® 
of BRUSH, COUNT activities since BRUSH security regulations and 
practices wore last regularised in 1948. 

b. fin need to increase the utility of taotioel military 
COUNT in Icrca. 

o. The desirability of broadening the uso of other low level 
COUNT material 

d. The anticipated requirement to provide oortain BRUSH 
COURT products to third party recipients in RATO 

s. The proposal to establish a RATO CQHZK? service 
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K» A la tto taEwdnolegy appllrJ to tfca oategerlco 

or CG4SP7 CO a* to* 

(1) Hl&irate t*ra *Cpgal«cl fijt#Uli®«n3s* and 
tfeorofer tesa 'HJrypt 

(1) Dirfccvttwsg as* eff t?r> tc;^a "Special Iptalllgeaso'' 
XatelXl^G^s") as & "traffic Xat-siligenso" aa 

eete*g€2iw for thrj fejiftiBg of CflNUif end ample? ti?63 M 
■Us?3 4<?£to45g the icv^mi of COili*?. <800 parts 3b and 3 o) 

(’) SotahAish rev cit«ccr?.wo for tha baadllgg of CGMXK?* 
3d and 3o) 

•• Tfco oatabJUefcsnt of thrco catogcrloo for tho feendl?^ 

<tf CGMJJTf (Categories L ZI <od HI) and preslalcn for the «&=. 
dlvloic^, of Cataycrlcs X and IX into various tlaiKi to paralt 
difforcatiaties in ills tetoUing and diiic^jattm of aaterlals 
within tbaeo otacocica, Allo^r^ la udo for t to uao of 
ouppl€sxa‘Us7 ocdeworia for theco additional, ooparato ale a res. 
Category XXX la raoerved for certain lew levul CCK3DST material* 
to ba bandied <n a nsEs.-ocs5a?jQpd basis and dlseosinated to MN 
indcDlXlxsted parsecs. (S*o paras 3f* 4-6, lQuH.) 

4. Tao catetOiehcrnt of prcs&d ura® for olamlf io&tlcn and 
codeword protection of ths^a new hnndling oategGrlea aa fellers* 

U) O-ategcry I to bo TOP SECRS? and to boar a. TOP 8B0HK? 
(800 pores 8, X5, 39 .) 

(2) Category JI ts ba SBCR8T aed to boar a SBORST code- 
word. (Soo psTsi 9, 15, 31) 

(3) Category XXZ to bo elerslfiad not low? tfcsa 
CCr?u'3ifiXAL and not to to designated X& a ecdcvtstJo (S«9 
para 10) 

a. Tfco ostabllshaont of a mens whereby CCWST material* will 
te assigned to their appropriate categorical those aealgnconte ta 
bo recorded and regularised through the astabllafamont cf aa 
additional ascoxur* to Appendix B» ( 8*0 pan 7 ) 
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f. o£rtahHc v -n^ of pgaalca rog alfttieea for the di»> 
Msds^tlcD cf Catsa&rieo X and IX WH337 f Irani vdlrg pgcrialCQ 
that* 




g« Xho eshabHjch^ont of ptreolao regulations for the 
diaasalmtl® of Category ZIX OCMIlf?* Including pesrrisien that* 

(1) Category III QCHINI aball noroal ly ba handled Tie 
CCMXBT chamois, hot nay ho dissOB&natad in the ease saannar 
ae other intelligence Materials of similar olassifioatiaa* 
(See paras 28 and 34) 
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43) Cat*e«7 ZZT CMS! mj net ba dlawairstod ty 
in p &mia lanyir^o **' FP tfca f«?r» of opcrsUc^l enter s 

a* aultabU ww> of n x nn i* anilablo* 

{3«e pan 28e) 



h* fbo MTtet&UtAittrt af a alarr dtf laities of "auitaWa 
•orcr n fee actio* to bo totem oa tb» baala of CCHOT?* <6so 
para 27) 



1* PrcKluiO) for opeoial hurlitag and core Had tad 41a* 
aaalnatloa of COKIKT iteeaa raquirltJty raotk t mtem U (Soo 
para. 29) 



U BUwinatten of tbo proocr.L arbitrary tSao.Ualt goro ; miag 
the axpoaur* of indents’ lx* tod pm’sou to hasardevo ocs<41tlesa # 
and the eubatlfe&ian tharsfor of a prcrialon roquirln-j a do* 
tsyginatl on in oach ioataaeo bai/ed to th* tlxeltnsn and oonoltioltgr 
of tte QOMUf? to a rtois i of tbe pars® vboaa Maiyr^nt la 1 b 
quoatloa, It la prorldod fWthr.: that thla dataxolnatlen stall 
bo n ado eoljr by aonlor offlosra rv offlolala at a Uni to bo 
•atablfatod by 0P0IB and I3IB* 

t 5 Frorialon tb»t npilUtlOai ymmlfif standanla tee CCMXV? 
aoeimty lyvroat&gatlcns and ol«*t«erBe bo oxohanged botaotn 0900 
end WIS* (flap para 19) 



1* Prwlrtfln that TP3CIB aa>l ISO ahall nalnt&lallata of 
IndootdLnatod poraeaa authorised to here ao«M8 to both aatagorlas 
I and n 000X7, (Soo pan 22) 



B» Proclaim that OSOIB »;» 1 ISIB ahall aooehango llata of 
tho total rnrabor of IndootriaalH poraaao authorised to hewo 
accoaa to both oatogorloa Z aid II 0CM1ST. (Soo para 23) 
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5« Upta ronrlaim of Appendix B and tbo »Mi|Erst of OCMBflT 
laitoriai* to tto apfsr-c^iato new ectopias* it will to nacanoary 
to *»y© aigsT-c^lata oomitiflEvs cc x*7l»i«w to tbo psreaPht 
to Appalls B and to tfco other appesdlecn to tbo BRTJBt Agrc^ccat 
oo tot toey wlH ccafota to tbo psAneijCl** 4ud t«r»lnol«s7 
is tbo sow AppstsJix B» 



g^ELSSJM 

6« Curtain ot&ngvi* ofcttild to no^a oov to ERDB1 esovrlt 7 regtt- 
lAti«Do and practices in erdo? to prerido f«c tbo proposed dafinitier-5 
and eatogerlee c€ COUfi? which toto been approv e d in faiaeiplo by 
DBGIB and to nest oth«r j**chl«R3 affecting CCHXS7 aecsadty and die*, 
isairatlcn which J»v& been oca a ddcgod by CSC IB and ita Security Ccst- 
nlttee, The no eteagta ahtcld lnoiudsi 

a. A abbotaatlal ranriaiox cdP Appendix B to ine!te&» tbo 
etengan Hated is pa m Aa-n abera u pro mu ted in too draft of 
a a«w Appendix B which la attaehid an Ioolaarvire 1. 

to Tba aatabliatoont of a mu antMcsura to Appandlx B which 
will liat tbo totalled aaaigzesftt of COM 1ST natariala to tha 
appropriate* new. categories* 

a* The c^rrcwtlca or ranriaioo of tbo praaent anfiepeure to 
Appendix B and tbo . other appandlcsa to tbo BRBSA Agreoecat ae 
that they will ocrTcs to tba prlaelp&a* and toiainoiegy of tba 
tea Appendix B* 



mi 



*uas 



7. It la nwc^a&rd tbati 

a. Tba proposed new Appendix B (Inolosuro 1) to approval 
bjr DSC IB aa a baela fee* negotiation with IS IB; a eopy of tble 
draft Appendix B to to forwarded to LS2B near* 

to Tbo BBOZB Cocpdlnatce* to designated to bare prepared t 

(1) A proposed neu axnexure to Appendix B which will 
aaalgn OOKSST natariala to the appropriate now categories 
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(I) A list of resaXtesfe editorial m re* 

vleioza needed lit t to peasant aaMaeure to Appendix B and the 
other appandioes to the BKUSA A greansaat. 

Co Vpcsk review and approval ty tBCXB of the draft aamxHSO 
to Appendix B(b(l) above), the total daoustoatatien prepared tf 
the ISC IB Cccsdlisatc? (b(l) std (2) above) bo feraudd to 
LSIB. 

d» U3QIB dMlpatv a rcproecsttatlvo or r o p ga eo n tatives to 
negotiate with ropco esatativea of LSIB in rwlaiag: Appendix B 
and iaHng resultant ehansoa in the ether appeodiooo to the 
BRUSA Agras&ittt 
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msx 



amm-i 

T^«yg a* ocggagis 



Bw* 1-3 &Uf& 

^ntvioks .ynjcmm^ 



Parr. 3 


OesssptnSwitiasa XhtoXUgresettj 
Cvypt XatalXlgonos ac 4 
Traffic JatoXligoBSO 


fera 4 


0*t* £ «7 1 CCMBCT 


Bwrfc 5 


Category H QCHIK? 


Burn 6 


0*t*£€57 SX CO-UR? 


ftea 7 


Ppsjico Coatent of Qatogorloa 


>f® COfOTOppS 


Bara 8 


Category X COURT 


R*ra 9 


Category IX COWS? 


Bsa 10 


Category XXI COURT 


Bam 11 


Claasoa of CCKXX? 


Para 13 


Twjisxt**’** Material (Matter) 


Para 13 


Dc^v^to 


Bara H 


Rah Sroffio 


ht# 1$ 


Cr^cvcrSo 
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Para 16 


Pra nervation of t bo Scores 


Itara 17 


Tfeo Tie® Lialt fee Sa-f*gv»rdliif 
000X7 


Fbra 1ft 


Protection of Indoctrinate! 
Presses 


Bara 19 


fkwurUy Inyceti^niioas m»d 


Rira 20 


Indcotrlnatlca 


ftuna 21 


ftsar genoy Indootrln&tlona 


Aura. 22 


Bcoords of Indoctrinated 
Xtorsoaa 


Bara. 23 


Bxohapgo of Racorde of 
Ixjdootrioatcd Parson* 


Bara 24 


loooas to OGHHf Agenotca 


Baza 25 


Custody c* OGMXif? feterial* 


HTOPIHIiS Og OX^HJIAYIOB 


Tasa 26 


Tbs Boeft-to-!&cw 


Bara 27 


Dies^imtico of Catogcriiae 
X and IX QCMJHT 


Bara 28 


Di* realm tl on of Category 
XH CCMJJf? 


Bara 29^ 


Special Henrillng for United 
Diatributica 


ftua 30 


Prehibitiea on Ckrsorolal tie® 
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Flag® 10 
Bago 20 



Pago XI 

21 
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1« Sfcseo principles ©ball be tho basis of oil rogulntiflos foe the 

i 

eocurf-V and dlsessJjKvtlcn of O ccaalca tlcn Iirtollig'-rjro Issued by j 

“ . 

os* nadir the authority of USOIB cr LSIB sad other appropriate officials 
of the Ocve rgc oata of tho tvo pertlo#. B» cccpo and phrasing of speh 
regulations nay vary in aoocrdacoe with reqolrccanta of tho parties, 

• , I 

I 

agencies, departsaats, and alniatries to whea they are designed to j 
apply, hat all shall ho In acocrd with thoco brv&io principles to every 

roopoot* To casters naif era toterprctatlcn of what constitutes such 

i 

accord, coch party shall forward all such regulations to tho other ' 

i 

for infocoaticsj# 

,2, It is reoogaised that, while the fc&lcxrtag principle s are in 
general of ualreraal explication, prevision should be node for pertinanl 
nsdlflostlfloa 1» th„ «nat rf «r - ^ to mamra that tho 
cgmiTOB opsratiaoal benefit consistent with security is derived froa 
tho BCuroe<» Provision is xiads hereunder for nodiflcation to apeoifio 
situations. Xt is ecntcrrplatcd that in tlso of war, or exceptionally 
a« agreed to jointly by ©018 and LSIB, additional regulation# «a~ 
bodying esorgonoy provisions shall be brought Into feroo by the *v- 
spsotlva parties,, 
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J. Ocrr^rtUiatlow. I ntal&ijwyca. fpffiBjgl la xba tcaa given to all 

i 

intelligence lafonaatlcn and technical tutorial (ratter) rastiltiag 

i 

feca the iafercoptlca and study of telesczsamioAtlcns, «copt paw* 
and propaganda hroadoasta , not originated by Halted States op British 



authorities. 



a, The terras 






as* a yn osyc caa. 




o. Tru ffle , In tnUj ^gpco la that Oor^ralcritlca Zatolligaaeb 
which re suite frea traffic analysis (the study of procedure 
signals, callsigns, sassage headings, T>/9 bearings and other ; 
externals of cos^runicaticne) and froa plain text, l«e«, infer- 
nation produced by all secuoa short of tfco aotunl cvyptoaalyalai. 
of the text of intercepted casamioatiaafl • 

i 

d. CceBomJjcatlea Intoll igcaca la divided Into three j 

i 

i 

categories, aa follows i 

(1) Category X OGMBiT 

(2) Category XX COCK 

(3) Category III COOS® 
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e. CkaEBD^-l^tlen SatelHsecsa will te placed la Cate juries 
X $ IX or XXX a a oatwaUy ogreo! V USC» wad 1633 lVca tSso to 
tS&»o | 

ft A# agreed ty TOO IB and X£Z? 4 Oats scries I and XI CfflHXBT 
■cy to subdivided lata eoparato ala aces la or&; to perdt j 

dlffoi^iiUatlco la tto ppooosfln^, applet taticu, or AloooaJmtlcn 

I 

of Baterial requiring *1111 sera Halted distritotien<» j 

4* Catogoyg I OfKDf? is that OasumlcatlfiB Iatolli^gnco for which 
tto protection of 003X00 ex cod teat Is the overriding consideration 

i 

and which must, therefor©* to giVwix the bluest degr©o of ecaurity ; 
protection. In gosurol It will indiido* 

a* Crypt intaUigoase exaopt that specifically included la 
Categories II end III j 

too Crypt intelligence cecocralag weather derived fm the j 
eoeEsnnioatlcDa of sstccrouLaglaal organisation*. j 

o 0 Traffic intolligeaca involving callaigna or massage ; 

i 

headings encrypted la codes er olphere of high security gradings 
as coy ho spsoified toy TOC IB and LSIB. 



do Other traffic Intelligence and esrtaia plain tenet materiel 
as specifically sad mutually agreed by TOO IB and LSIB. j 

j 

5* Category II CCHIH? is that Caacaialgatlca Intolligenoa for which 
tto protection of sogfoq or content is not always tto overriding 
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oqnslderatlca ad for which a Ism rigid standard « t Kcuritsr &• act- 
altered on aeeaptable rttko Za gessr^l It will lwslr ibt 



a, Crypt la tallied o lnvd-rirg solution of codes, eipfora 
and special cyotena of lew security grading as may to specified 
V T03XB ad 13 IB, 

b* ill plain text ad traffic iatelligeroo act specifically 
tnolta&d la Onte^crieo I or HZ* 

6« Category UI OCHIg? Is that Ccrrsoicatioa IntalHs«=C3 vfcleb 
nay be subject to tfco least stringent se curi t y ragulaticos ad which 
say require marc azteneiva dissaaimtiea la order to prevido tec? 
effeotlv? utilisation* In general it will taaluflo certain typaa of lew 
level CCH357 agreed specifically ad xsatuclly by TOO IB ad I8IB* 

7« TOO IB and LSXB shall prapara sd maintain ia currant stated 
■ttteally agreed lists to indicate CGHZS7 placed in Oategarlafl X, XI 
ad HI ad In such separate olasoos within Categories I ad II as 
may be established* These lists shall be in the fora of aa aaaostaro 
to thia Appendix* 

^SSIFICiTX CP, AW? QQBSWm 

8. OqttegorT y ff aggg Shall be classified TOP SECRET ad shall bo 
designated by a distinctive codeword agreed on fren tics to time by 
TOO IB ad IS IB, except that Crypt Intelligence ocooornlng weather do* 
rived fr<a tta ©cct^unica ticca ef aetcorologic?! organisations shall be 
designated ty a separate ootexr d« 
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9* Category IX OfMQg shall bo classified SEORSf a nd shall too 
desisted by a distinctly© oedswcrd agreed on fren tl bo to tics by 
!SQX9 and I3J5, 

10* ORtaycw XH OCMtw? ©ball be elaeoifiod act lcrar ti«n 
flCPPIDSTOL aid shall not to designated by a ccdovcrd, 

11, piR ^fra . Vboasws? Categories X aal XX 00H2ST are subdivided 
into separate olasc~3, cech additional claea shall bo designated by a 
snppl*watary oodeuerd agreed eo fWsa tteo to tlso by E90IB and XBTB* 

12, footstool (natter) appertaining to the predootim edf 

CCHIHT «>»nV» be or the clarification and codeword (a) a p pr e i s dato to the 
meet sensitive category asd class of OCHXKI to Which It relates* 8ooh 
technical material (natter) shall be bandied ia aeoor&ssoe with the 
regulation applicable to that categcsy and class o 

15, poyca enta which reveal actual success, progress, or processes 
ia the produo tico of CQUEfT shall bear the elaeslfioatlon and eodovcrd(s) 
appropriate to tfca soot sensitive category asd class of CCMUf? to which 
they rolate and shall be basiled is soccrdaceo with the regulations 
applicable to that category and ala sc, even though such demean to nay 
not rev e al C0KZB7 as such, 

UU Bay traffio (i,a, t intercepted traffic showing no evidence of 
processing far CCHXX7 purposes other than the Inclusion of a ease 
neater and/or an arbitrary traffio designator) shall be classified not 
lotisr th?c 0G3FW3WZIAL and ehall not be designated by a eodsvesdo 
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• 15* Cffo &Ttgfes «ccd to dwljrato Categories Z and XX CCKISiT, ta4 
eepcrito ciAsoos tbt<j ubleh t fcee* o»to£crl«e tny fa* Etibiiv&ded, itell 
tter-*JTC 3 to oSasamod tOF 8 BDRST «* SBJRET respeoiiToJy, and thair 
shell act fat nade Vek& to ra^lrdostrtratsd persons, nor 
shall thrr* «o£ 0 *off 6 & Ua need in ttelr oeitvcni wnw in &3 proses^a 
of cc^i-lnrttotrlmted pereosw# 

16 S B» value of Cansaleatica Zatellisevso in van and pease 
eacact be ovaroaticatedi ooeunToatico of the s o urc e is of supress 
iapcrtonne. Zt is eaesntlal, therefore, that the pre&otica, exploitation, 
ard diae&alstatUn of CCKE5T, and of all related or resultant Infarsatica, 
to strictly ecntrcU**} and appropriately United* lfco physical ssonsKU 
of related dwanenta is sot alone sufflolentj it is essential that 
all rof*Te&G» to tba cedstasoo of CCHXI7, aither direst or indireot ? 
to avoided exoopt a&oag those to vbc?n tba tawlodgo is nreaaeany for 
tbs paropsr xnrforcsoos of their duties* fits previsions of those 
regulations shall apply to say intelligent vhieb, in vterie on in pant, 
inolufoa infersatica which oan fas traced solely to GCKDfif sonross* 

17* The tiro Unit fear tba safeguarding of OCKXHT as de fi ned 
herein noror aspires* Zt is ef tb* utacst laportaso* that ecnplot# 
and absolute aliens? ea all Cisxasiloeticn JatsUigeese natters fas 
Maintained fay theca who bars oner bean eceaxgtad with Oassaatcfttlon 
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IntoHAgenco organisations ®nd by all Individual recipients cf 
CcErsri oatice. Eatolligcrco, whether part op present, gfl ,est> esd to 
tbo extoai that they aro £Vcv4 frca thlr ©blicatloQ by TOcdatskaWo 
and oato^crloal esdcr cf proper authority as afrftll be decigmted by 
ifco rccpeotive parties- If, at ary tiaw, iadieoreot cotter referring 
to (k srra tcaticn Ihtalllveaco Is trcs&ast cf published, even thoo^fx 
by prccdoftut people cf those la authority, this 4oea not In any wsy 
tsrao those other parses* who aro, or aver havo boon, prcdacera or 
roolj&oato of Cccs£n5e4tion Intalliganoo frea their oontlsmoua eb3Ll» 
flatten to laalntnln sil »?£50 in aeccrdsnso with them regulations. 

lfi. Every effort should bo node to ensure that no perocn who boa 
knowledge cf 0CHI5? shall, as lee* a a thia knowledge la ecnaidsrcd 
ao ttcoly and aeneittvw as to inveiva m. substantial risk to tbo scour ltsr 
of GCKJET wjtivitleo, if ccs^rcaioed, bo assigned to oar bo engaged in 
activities which night ivaecsnbXjr be oapeoted to place hia In a po o i t j o n 
vbero ho night bo captured by an e ssa y car othorwlsa bo f ©treed to sUfaolt 
to questioning by thljW party nati 0 Ec\lB o Datexalaatiea of the oparatien 
of thia roeti lotica r fra ll be aetdo in each inatacoo only by senior 
officers oar offioiala at a level to bo established by B30IB and IS3B. 

19* Esaapt In categories of parsons and in individual cases 
agreed upon fro ttso to tino by TBO IB and LSIB, all persons to bo 
assigned to Cctmsvlcatica Intelligence duties or to baccro recipients 
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of Otrasaslsstiea IhUSXigmr? atoll bo the euhjcot «f oocwrlty laraaU- 
^Ue$* and olearenc n* To eo^nre t2wt scab isveattgatlcco and dl^nr29 
m® cUzjJer in eharc star* o**^ party obeli faverd rcguXAtlesnji gercraing 
tfcs* to ti» fcr laft3S»Uffl« It is rec^aloo” that the sts&f^s 
for ttos-3 «sd slr^si) say d±!f«p depends vpea tin 

OfitsCOfTT Of CariHT to vhtoh £» individual lfi qp»*t&OR will haa 
scc~-r», and 41-vt, such diffsstsoca vi.11 bo ccsx^nswrata with the 
differ ci^ j la the uarsltlelty of the GODOT? Material* lim&vsd* 

20* AH parson* to bo assigned to duties involving Categories X 
and II CCMHf? or to becaso x coiplenta of these oategcrle* of CGKJK7 
Obeli be ladootrlzmtfid (i.e<, instructed e« to tho nature of 0 CHEST 
and the security regulations end practises which govern tho tenfllns 
of GGMTKT tsaterlAl asd CCMUlf eottvltle*}* Xt will not be necessary to 

ladeotadmto persons wbo will be recipients of Category HI OCHXNT 

* , 

»3«no or whose dtxtlec will inwolvo only thie oategory of CtKH? 0 

a, toii l ri g> of spsclfio categories or elnsaos ef C CHEST 
aboil be Bade tTailaMe to Indoctrinated persons only on the 
. basin of tteSr "need to kacftu” 

bo Dvoxy effect shall be soda to restrict the sanbor of 
psrceoa iadoatrlnotrd for OCtDQfif to the abeduto wln^n» Xt 
la racognlaed a a ocnsletont with this principle that thsro ncy 
be a aubotsntial dlffler oao o in tho aunbar ef indoctrinated pa r age* 

- 8 *. 
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hari*£ eeecas to Ibo different oetcc^ico sol elesass of OCHIS?. 

I* Xt s£all to pctril8?lh3o for inftratxinxtcd pore can 
hero ocs-aca to a leas sensitive catcecqr or oateserica acA 
cl assesses) of CCt€S? to work within Agcnolse or Centers la which 
thorn arc lccrUl other pcracDO eegoced la tbo pr dta lUn or 
ecgfteitatlcn of a ugto ecnaitive eateccay os* catcher lea and 
elaas(ea) of 0CHIS5, only so long «a doo precagtlob ■hall be 
taken (by providing aggregated, secura areas or otherwise) to 
ensure that tha activities and teoulcdgo of each porseas are etc*, 
fined to the 0GMXB7 aatorlal and aotlvitlea for which they have 
access, 

21, Th tdao of wc a* or c aergeasy, ctr wa der other specific accdltlcoa, 
as agreed by DBOIB and LS£B # exceptional oocnoicco coy arise where it 
Is ocnsld&rad essential fee an lndirlftal to taka vp duties Involving 
OoBsccic^tloa Intcllicenoa before a security imroatlgatlosi and elsa r anoo 
can be occplotedo In snob eases, tbs persesi ecs-saraed nay be suitably 
Indoctrinated ca tho authority of such senior officers car officials 
as are designated ty tho reepeotive parties, Xs all such eases, steps 

i 

stall bo taken to onsure that security investigations and elsaracooa 
are completed as coca as pcaelbl© after indoctrination. 
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22* B SCXB *nd XSSB stall gajnteln oo^let# lists of psrec^o 
snrrvntJy bavins accost to Gets juriesi I and H OOdT wader their 
rsjpiTjUw O wraxa tio 

23 * 000 IB tod 23TO shall Isesp each etUr fully inforsscd of the 

Dopcrt-anta* Kiaistriee, Agorgieo* Qf£isrTj # BsraSqisurt^s* «od CooccsSa 
rccalvisg Oats -cries X *cd XX tKHWT t tv sitter of tbesi* «r soy or? or 
aero classes thereof* indicating tin apjnxacimto mnbo? of indoctrinated 
persona having ocomo to eech category sod class* 

24* Ko c?.tiG3l cf oca party shall ho perdtted aceses to tbs 
other parly * a CCKSff aggsaids or OQHIMT naterlale or knowledge of tbs 
ssdateDoa there &T* ualooa bo baa bssn approved ty bis poront a geaey or 
Board and has toco prcjOTly lrdcotrircLtcd. Such access or kno/lsdc® 
tfoU at all tbsfehe Halted atriotly to tbs category or categorise and 
clean (««) of GCiQST for which tho peraca ogeearasd has been give© 
oaaesa and approved ty his parrot agency or Beard* 

25* Eboeept as implicitly involved in tho opsratioa of paragraphs 
3? mad 32 bol<v, dcesscats ocataiiitns Categories 2 and IX 0CM2X? and 
technical mtoriol (matter) cr inforsatica revealing actual sw»cobo # 
progress or prcooasea in tho paroduotioa of these categories of CCKQT7 
stall re mln sjEOluoiwly'la tbs custody ef indoctrinated peracraa* 
secura ffre* essaia-ti«a ty ats^iadcctrlnatcd perscod* 
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EO 3.3(h)(2) 

PL 86-36/50 USC 3605 

36. to buio p te o i | 3« geromJRs tb» jeodoot^A » 0 
«»6 6iE&£s£***tico Of (XKEF? is to *ttwd t« taxcw,* 3ech itea of 
GOGH ds*27.* tberof®*, to ndo kacvn only to tl»eo lMlvldtexlfl 
psqtdFQ it la ffeo > *gftera^ s> of th«lr ftttlao arrt a rst^pt oo 
epe-oifi eally prwi&*3 la per^grapba 27 ud 28 bales, tov» toca la- 
dOutTimtsd wed atrtkertaed t? tovo assess to tb» parUouJar oatasor/ 
ap eXtsa ctf POOPS? to ahlch «a^ itsa appcrtalapo 
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•« Xa tbo csscpticja flr.rrrlbed is paragraphs 2% and £ 

sbc?e» * stadSsd effort sh al l to node to eaivro Out l neaftf M 
possible, eotlea caanct to attributed to Categories* X sad XX OCHXST 
•sisnce* Any asoaacvry acsErcl-sotien shall be sa warded that tbs 
subject Eatto? oftECOt to traced epwlfieolly to t£c* a ecurecp 
(with soil tbc3 f poiltlesi cod other tet» idGsUoel vith ttat 
ts «a original dcarypWd tarts emitted or earofully disgalrod Aesno 
possible). If etch a ccssnloatlon is to bo traasalttcd by a nsono 
espcscd to lat3733ptlcOf it s h all bo ccorypisd id the available 
eryptegraphie ahagr/d. er cipher of greatest c xrerl ty and nest 
lilt tod distribution* Xfce CCtiUff ee&sucrds shell act be need So 
•ccrsotlca vith such a oceans* eatlca. Qai»3oct?iaatcd parccssaB. 
lasrcOLvod arc to be glvsa caly tho nlwlnuft lafexsatlcsi they require* 
23, Catcgcsy XXX 0CHXK7 any to diasealmtsd in mooordsnee vith the 
i ux&zl practice of each party as regards Intelligence Material* of 
shoHer elaeaifioatico, provided that< 

a* Whenever Category XXX OOHS7, icoludlng any l&talllgea&e 
vhieh la whole or in part eaa ba traced solely to Categcoy XXX 
OCMIK sccraas, is to be transmitted by a naans sxpcood to 
interception, it shall be transmitted in plain lensoase «aly whom 
there Is no sol table noons of scours ccaasnloatlcp. Such plain 
language tranealesicne shall be in the form of eporatleoal os’dara 
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e. Category XS2 OCH335, lealrdlag asy latel&IgGood uhirft 
in whalo ocr In part caa bo txueod eolely to Oategcxy XIX 0CMXS2 
eocsrcoa, ag&ll not ba dloeealmtcd to third party recipients except 
tb£*y tho faUob-lre oaditlost 

(1) Jh the treat of 00KB! unsspsato with third partied 
within tbs frs^sverk of illM eoatBsde, Catosoijr ZXX QCKUf? 
wy bo released to t&sco third parties in Moorh&sa with tfea 



previsions of Appgaflla P and Ito pertlront annss\srea» 

( 2 ) During astivw ailltaay bootlXltlM or la the ease of 
•a «Eorc®5oy icvalvieg a natter of iRpcriarsn to tb tatlaal 
security of either perV» Oatagcsy XXX OQfXN? nay ba dlcMPSaisatsd 
to nationals of third parties vac are engaged directly with the 
W or UK is tfaeso hostilities or arc allied directly with the 
US ear US in dealing with tfco ourgossy lre&vod* fits detosuAcatioB 
of a requiressat to asdoo this exception ahall he redo only ty 
■Chios' off 10379 or official* at a lord to bo aatabilehed ty UBCXB 
aad LSXBo 
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99* Xn «wa; She t filter pertgr preset Ic&vi&bI Itccc «? 

WWK? vfclobe. t y neaa eeP ifcg exteztjs vzr&itlri*? of ttoir •ocr=g «p 

< 

neatest eSc?U bo glv-^i a non 3 fail tori ddsKnin&ttea tfc&a wouM twxv?X3y 
bo fivca to the ootegrry cr olaro off WKEHS within vtiioft they fall, 1% 
vlU he for tha teigirotta^ p art y to Indicate the haters of the apodal 
hcadlipj desired and to request that tho other party offa-J alnllfirly 
United dlcsealmtlcni 

30* Ccraraicatica Intalligwsco atoll never nedar uy olrctantspasa 
er In any fora bo diceeninated to any Ministry, Zteportsant, Ago osy. 
Organisation, Qffico, or Individual ftsa which cr fraa when It tl^it 
raatcnpbly bo expected to find its way, officially or oxtra-offioiaUy, 
into tho poejwnadoa of any persco or group who could vua it for octe^crofal 
oenpotitioo cr ocrrr^Talal gain cr advantage,, 

Jim fbc appropriate classification and codeword shall appear oo 
•very ebest of paps? which contain© or dlceloess Categories X and XX 
0CHXK7, technical ataterlal (natter) appertaining to these catogoriao off 
CCMIKT, and doousanta which reveal actual cncvsss, progress or prcseecca 
in tho production of these categorise of OCMHf* This rule applies to 
mpB and charts on which are plotted data and inf ©rsatlca derived free 
the fro categories of CCHXKT, 




EO 3.3(h)(2) - JA - 

PL 86-36/50 USC 3605 



for QBongg - 






32(i Catcher/ I 0<HUn? sad TOP 8E0RS3 taotonigel a&tsrial (satis?) 



shall not ba transalttca la plain laagaags sssapt as follows* 

a* Sealed, tar caf shand ohamols, Cvssr rurtee specifically 
approved by 050 IB or IS IB* Such tp p y g al vlll bs tto sssapt&OBt 
wfaaro such rcutos lavo3.ro air or land transport o vsp the iorritory 
of a third party* 

b* Over laaflli a s s spoolfioally approved In each iastaneo by 
090 IS or ISIBo 
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e. Otw oaajxU-taily prstateft 1ml ecseoBisstiw mjs%a& 
mPlv%\T&j i&fcwnvl to •c'sr^tt^ or offftece p ro frjo lsg «c* utilising 

Cc«?Q2*Mti<?S3 Z»t«Ulf<09?3 

35* Cat&gcrj- XX COGS? m 4 SEDK£? tc^’^rlen?. antszlal (natter) 

ApJI net to trw^nitica la plUJa Iax^p^sc ompt as provided la psm- 
gra^fo 52 abovn or V pcaUl otajK*»>* on? rectos o pppersd ty 

030X9 «r X9T», 

34* Catigery in CCMJJfif and OOHFISBS7I1L tenhnloal notarial (matter } 
tfjcjld bo tranaaltted ly OCKUrf atasasls uharever possible, but nay bo 
teaacaitted bf seffsantlcnol stancels need for intelliE'srr.a notorial* of 
•Jailor olneetfioatioo, It aboil not be trannltted la plala langsa^ 
by a naans oocpocsd to latsreapUea aasapt *0 presided Is paragraph 2flgi* 

33* Bow traffic olteoifid CCK7IDSNTIAI. stall not be tnenittal 
la plain langnags except an provided la poregrapto 32 and 33 above, Tfce 
rsatrletlcna on tfca occrvwyanoe of m traffic 07 -x* the territory of third 
partlee nay bo rolaxcd by 0S0IB or LSXB ass opt that sueb relaxation will 
be the exception la tho onw of row t-rafflo originated by nationals edT 
the third party involved* 

3$ a Accept as provided la parage*]*! 2 ft above 1 

a. Category X 00135? and TOP fiBCRBT toohaleol material 
(natter) traneaitted la owjrypUd fora shall be etjoryptod la 
special orjptegraphio ohaanols or c yphers expressly provided 
for theca subjects* 
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h, Cetagcry S COO*? tad SEEKS? fee&lQ'* mtorlA 

i 

Cast* te?) tffeaeedt*?* i» oseryptc-rt fora cfefll to osmfptci to 
•paalxCl «i^y ohstrr^lo or oypSearo orpraosly ywrtfel 
for those? oubjeoto, there li<*tod la pspagra^?* a *tWi «r la 

I 

ti» hlf£?rt grada oyster assllafelo* 

o* Scvs7c?» la tho ms* of BCCF3K or rSaUarlgr — b ups 
«yjfea» 9 13s trancils^ieo of Qc«Esi«at4aEi BMUpaOi TOP 
8BSH£? ud SEEKS? tafialodl aattsrs usA raw traffic coot tha 
•era ofcaaxdL Is autteiMd, prswidod that rash ohaanale art 
roec^vad for theca oubjoota oxolusivaSy* 



» 
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